Securing data transmission is currently a widely researched topic. There are numerous facades in data security. Virtual Private Network (VPN) is one such strand that provides security for data that is in motion. Performance of a network that has VPN implementation is at the forefront of network design and choice of the operating systems and cryptographic algorithms is critical to enhancing network performance. In this research undertaking, three VPN techniques, namely DES, 3DES and AES, which are commonly used to implement IPSec VPNs, are performance analyzed on test-bed setup. These are implemented on a network with Linux Fedora and a router and Windows desktop operating systems on another node. The VPN algorithms tested show that there may be performance differences when implemented with different operating system combinations.
Introduction
Internet Protocol Security (IPSec) is a commonly implemented protocol used for securing Virtual Private Networks (VPNs). VPN technology is a cost effective technique to securely transfer data on or via third party networks. The protocol's increasing prevalence within the business world has lead to questions regarding its performance when interacting with different operating systems. To implement IPSec, various cryptographic algorithms, for example, Advanced Encryption Standard (AES), Data Encryption Standard (DES) or Triple DES (3DES) can be utilized. This research evaluates performance of IPSec algorithms on Fedora operating systems. In [1] , the authors evaluated various protocols on Windows operating system -that work is now extended to include Linux Fedora distribution. Research related to VPN has been undertaken since the early days of its introduction and there exist multiple threads of research on this topic. Research related specifically to VPN performance evaluation is tabulated in Figure 1 . The novelty of this research is that the operating system combinations being tested have not been attempted before by any other researcher. The rest of the paper is organized as follows: Section II outlines the experimental setup used in this research. We present the results and discuss the findings in Section V. Finally, the research is concluded 
Experimental Setup
To evaluate the performance of the three IPSec protocols on Fedora and Windows operating system combinations, a test network with TCP/IP was setup as shown in Figure 2 . The network's nodes are all Intel Pentium 4 C2D with 2.86GHz CPU and 2GB RAM. They are connected to a 10/100 Ethernet switch with 100Mbps UTP links. The network consists of two subnets joined by Fedora acting as a router. Two end computers act as the end points of the VPN tunnel and operating systems on them will be varied as required in the tests. The traffic generation and monitoring tool used was D-ITG [12] . This tool measured the throughput and similar performance metrics. One operating system at a time (from Windows 7, Windows Vista and Windows XP) will be installed on the end computers and a VPN tunnel with different IPSec algorithms will be created. To ensure high data accuracy, all tests were executed 20 times, and to get the maximum throughput for a given packet size, each run had duration of 30 seconds. The results are presented and discussed next.
Results and Discussion
We now present and discuss the results. In Figure 3 , TCP throughput values for Fedora as a router operating system with various combinations of operating systems are shown. From this graph, it is evident that in some scenarios, throughput for TCP traffic type is almost twice that of other operating system combinations. The common factor in all high throughput operating systems is encryption algorithm AES. Evidently AES, the newest of all encryption protocols tested, give the best performance, in term of throughput, irrespective of the combination of operating system with Fedora. Average throughput for AES encryption protocol is approximately 70Mbps while that of all others is approximately 40Mbps. In Figure 4 , Windows Server 2008 as a router throughput values are presented (mostly taken from [1] ). Here it is again seen that AES is the gives better performance than the rest of the test encryption algorithms. UDP jitter values (Figure 9) shows that for all packet sizes less than 1024Bytes, there is hardly any distinction between the operating systems/encryption algorithm combinations. These values are below 0.6ms, while that of larger packet sizes are greater than 0.6ms. For larger packets Windows Vista combinations give significantly lower jitter values than that of Windows 7. Comparing Round Trip Time values, presented in Figure 10 , operating systems with AES as the encryption protocol give significantly lower values than the rest of the combinations. For some packet sizes (mostly in the range 640-1024Bytes) the difference is almost 3fold. It is also observed that for packets larger than 1152, round trip values are comparatively lower than that of other packet sizes for all combinations of operating systems and the encryption algorithms. Comparing TCP performance metric values with UDP, slightly greater throughput is achieved for UDP traffic type. UDP also gives the highest jitter attained, however for most scenarios, TCP and UDP jitter values are comparable. UDP Round Trip Time values are much less than that attained for TCP traffic type.
Conclusion
In this research, we empirically evaluated performance of VPN IPSec methods AES, DES and 3DES each implemented with various algorithms. These tests were conducted Linux Fedora and Windows desktop operating system combinations, with one node as Linux Fedora router and the other with Windows 7, Vista or XP Professional. From this empirical test-bed evaluation, the following specific conclusions can be drawn:
1. AES as the encryption algorithm, the newest of all algorithms that were tested, gave the best throughput irrespective of the operating system combination with Linux Fedora. This was evident for both TCP and UDP traffic types.
2. Linux Fedora throughput values and that obtained with Windows Server 2008 as a router are comparable. The former values are the subject of this research and the latter was obtained in [1] .
3.
Comparatively AES encryption algorithms gives slightly lower jitter values than other algorithms tested. This is true for both TCP and UDP traffic types.
